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StartNPS Service & (NPS) allows you to create and enforce organization-wide network access policies for clent heath.
5 Accol 2 At suthentication, and connection request authorization.
b M Temg  StopNPSService

Network Policy Server

Export Configuration

Register server in Active Directory

ion
$ Properties

View Jario from the list and then click the link below to open the scenario wizard.

Help

; h (NAP)

Network Access Protection (NAP)

When you configure NPS as a NAP heath policy server, you create health policies that allow NPS to validate the configuration of

NAP-capable client computers before they connect to your network. Clients that are not compliant with health policy can be placed on
arestricted network and automatically updated to bring them into compliance.

B3 Corfigure NAP B Leammore

Advanced Configuration

Templates Configuration
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Export NPS configuration
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b ] RADIUS Clients and Servers|
b 5] Policies
b % Network Access Protection;
B, Accounting
» Ml Templates Management

Network Policy Server

[General | Pots

i licies for client heakh
Enterthe RADIUS authentication and accounting port numbers. PISRESEER POKCRS 100 o2
Authentication ¢ [1812

Authentication defaut ports 1812,1645 ey

Accounting: =Ny 1313

Accounting default ports 1813,1646
NPS to validate the corfiguration of
pliart with heatth policy can be placed on
If you do not use the RADIUS default port numbers. you must

configure exceptions on the firewall for the local computer to
allow RADIUS traffic on the new ports. Learn more.

You can configure NPS to monitor IPv4 RADIUS traffic, IPv6
RADIUS traffic, or both on specific network adapters. Learn
more
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7z RADIUS Clients an exist e =
Remote RADIUS Server
b [5] Policies
b B Network Access Protection Name and Address
., Accounting Friendly name:
b M Templates [Saasha

Address (IP or DNS):
127.00.1

Shared Secret
Select an existing Shared Secrets template:

None v

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

seseee
Corfim shared secret:
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Network Policy Server

Action View Help

or cannot connect.

Policy Name
I Connections to Microsoft Routing and Remote Access server
s to other access servers

7| Connection Request Po
-7 Netwo
7] Heahh%
b % Network Acces{

8, Accounting
b W Templates Man

Status
Enabled
Enabled 2

Processing Order  Access Type
Deny Access

New Deny Access

Export List
View

Refresh

Network policies allow you to designate who is authorized to connect to the network and the circumstances under which they can

Source
Unspecfied
Unspecfied

‘wumlluosdtm:\d Remote Access server

Help

Conditions - I the following conditions are met:

Condition
MS-RAS Vendor ID

Value
"3

Settings - Then the following settings are applied:

Setting
Access Pemission

"Value
Deny Access

Authentication Method
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Contains commands for customizing this window.
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4[] RADIUS
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4 Rem{  Policy name:

New Network Policy

Specify Network Policy Name and Connection Type

You ean specify a name for your network poliey and the type of connactions to which the policy is applied

‘ y

—

Extensible Authentication Protocol Method ~ Microsoft: Secured password (EAP-MSCHAP v2) OR Microsot: Smart Card or other
EAP OR MS-CHAP v1 OR MSCHAP v1 (User can change password after it has exp.
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7 Heal

b % Network)
5 Account

p Wl Templatf

Network connection method
Select the type of network access server that sends the connection request to NPS_ You can select either the network access server

type or Vendor specic, but nether is required. Fyour network access server is an 802.1X authenticating swich or wirless access point,
select Unspecied

Type of network access server.

Unspecfied

) Vendor specffic:
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@ NPS (Local) P Speciy the conditions that determine whether this network policy is evaluated for a connection request. A minimum
of ane conditionis required.
a 7] RADIUS

3 R

& Rem{|  Conditions:
4 [ Policies Condion
% Con
18 Netwl
~ Heal
b B Network)
5, Account]
1 My Templats

New Network Policy
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Condition description
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File Action

s > Specify Conditions
,

New Network Policy L_J

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum
@ NPS (Local)
of one condition is required.
a RADIUS

RADI
i Rem Select condition
4 [5] Policies
Conf| Select a condtion. and then click Add
I3 Nety i) LocationGr
Heal|| | 135 The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAP) location groups

required to match this policy. The HCAP protocol is used for communication between NPS and some third party
b % Networ network access servers (NASs). See your NAS documentation before using this condition.
5, Account

b M Templat|

9 HCAP User Groups
}f} The HCAP User Groups condition specifies the Host Credential Authorization Protocol (HCAP) user groups required
* 1o match this policy. The HCAP protocol is used for communication between NPS and some third party network
access servers (NASs). See your NAS documentation before using this condition

‘and Time Restrictions
¢’ Day and Time Restrictions specify the days and times when connection attempts are and are not allowed. These
restrictions are based on the time zone where the NPS server is located.

ity Type
@h._The Identity Tvne condifion restricts the nolicy to anly clients that can he identified throuah the snecified mechanism
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Specify the conditions that determine whether this network palicy is evaluated for a connection request. A minimum
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R ® Access granted
2 [ Poic >

Grant access ff client connection attempts match the conditions of this policy.

Specify Access Permission

Configure whether you want to grant network access or deny network access if the connection request matches this
pol

| Con
1 Netw

| Heal

b M Network]
B Account|

b M Templati

O Access deried

Deny access f client connection aftempts match the conditions of ths policy.

[] Access is determined by Liser Diakin propertes fhich overide NPS poiicy)

Grant or deny acoess according to user dialn properties f clent connection attempts match the condtions of this policy.
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5 Rem
4[] Policies
| Con
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| Heal

b % Network)
B, Account|

M Templatf
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Action: In progr

New Network Policy

Configure Authentication Methods

Configure one or more authentication methods required for the connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1 or VPN, you must configure
Protected EAP in cannection request policy, which overrides netwark policy authentication settings.

EAP types are negotisted between NPS and the cliert in the order in which they are isied

EAP Types:

Less secure authentication methods:
Microsoft Encrypted Authentication version 2 (MS-CHAP-y2)
User can chiange password after t has expired
Microsoft Encrypted Authentication (MS-CHAP)
User can change password after t has expired
[ Encrypted authentication (CHAP)
[ Unencrypted authentication (PAP, SPAP)
[] Allow clients to connect without negotisting an authentication method.
(] Perform machine heath check only

hich they can
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3 Rem
4 [5] Policies
Con
13 Netw
| Heal
b % Network]
B, Account]
b My Templaty
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Action: In progr

New Network Policy

Configure Constraints

Constraints are additional parameters of the netwark policy that are required to match the connection request. If a
constraint is not matched by the connection request, NPS automatically rejects the request. Constraints are optional;
if you do not want to configure constraints, click Next.

Corfigure the constraints for this network policy.
¥ all constraints are not matched by the connection request, network access s denied

Specify the maximum time in minutes that the server can remain idle before the connection
is disconnected

13 Session Timeout [T Disconnect after the maximum ide time

[I] Called Station ID ;

D Day and time
restrictions

NAS Port Type
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€ NPS (Local)
4 [7 RADIUS
3 RaD|

# Rem

4 [] Policies
1 Con

12 Netw

7 Heal

b % Network|

New Network Policy
Configure Settings

NPS applies settings to the connection request if all of the network policy conditions and constraints for the policy arg
h

matched.

Corfigure the settings for this network policy.
¥ condtions and constraints match the connection request and the policy grants access, settings are applied
Settings:

RADIUS Atiriby

bhich they can

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edi. if you do not corfigure an attribute, it is not sent to RADIUS clients. See

5, Account|

Vendor Specific

your RADIUS client documentation for required atirbutes.

b Wy Templat,

Network Access Protection
W, NAP Enforcement
18 Extended State

Attributes:

Name

Routing and Remote

Act Service-Type
Multlink and

" Bandwidth Allocation
Protocol (BAP)

8 IPFilters

4 Encryption

Value
PPP

Framed < Remove It

7] IP Setiings add.. ||

B | |

Remove
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& Rem

New Network Policy
Completing New Network Policy

[5] Policies
7 Con

12 Netwf

7 Heal

> % Network|
5, Account|

b M Templaty
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You have successfully created the following network policy:
Saasha

Policy

Condtion
Day and time restrictions

Value
Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursday 00:

Policy settings:
Condition
Authentication Method
Access Pemmission

Value

MSCHAP v1 OR MS.CHAP v1 (User can change password after t has expired) OR MS-CHAP v2
Grant Access

Update Noncompliant Clients  True:

NAP Enforcement

Ignore User Dial-In Properties False

Allow full network access
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To close this wizard, click Finish,
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@ NPS (Local)

4 (] RADIUS Clients and Servers

3 RADIUS Clents Networ poices sho youto desinate o s otz o connect o the network and the croumsances under vhich they can
35 Remote RADIUS Server :

4[] Policies

| Connection Request Po|| Policy Name

Network Policy Server

Network Policies

Status  Processing Order  Access Type | Source
Deny Access  Unspecfied

Deny Access _Unspecified
b % Network Access Protection| Skl St

Move Up
%, Accounting Do
) My Templates Management o

7.5“ Disable
£ | Delete

Condtic | Rename

Network Policies [gfConnections to Microsoft Routing and Remote Access server  Enabled 1
“ Health Policies Connections to other access servers Enabled 2

Duplicate Policy

[ cond|
Dayai  Propetties

00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursday 00.
Help

Settings - Then the following settings are applied:

Setting Value
Authentication Method MSCHAP v1 OR MS-CHAP v1 (User can change password after t has expired) OR MS-CHAP v2
Access Pemission Grant Access

Update Noncompliant Cients  True

Delete

~ BBk e 1218 b

Tel5/+0/s5
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File Action View Help

e 2m BE

@ NPS (Local) Network Policies
4[] RADIUS Clients and Servers|
2| RADIUS Clients Network polcies allow you to designate who is authorized to connect to the network and the circumstances under which they can
-t or cannot connect.
75 Remote RADIUS Server
4 [F] Policies

" B Connection Req Poicy Name Status_ Processing Order _ Access Type _ Source.
{7 Network Policies Enabled 1 Grant Access
Hoalth Pofisies [dConnections to Microsoft Routing and Remote Access server  Enabled 2 Deny Access  Unspecfied
> % Nt Arces Bciaciian IiConnections to other access servers Enabled 3 Deny Access  Unspecfied
5, Accounting
p My Templates

Network Policy Server

g Seasha

Conditions - ¥ the following conditions are met:

Condition Value

Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday 00:00-24:00 Thursday 00.

Settings - Then the following settings are applied

Setting
Authertication Method

Value
MS-CHAP v1 OR MS-CHAP v1 (User can change password after it has expired) OR MS-CHAP v2,
Access Pemission Grant Access

Update Noncompliant Clients  True
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2] Event Viewer (Local)

4 [ Custom Views
4 [ ServerRoles

Action  View Help

Event Viewer

Event Viewer (Local)

Actions
Event Viewer (Local)
Open Saved Log...

B 7 Network Policy and Access S¢

T Remote Desktop Services [ Oveniew

¥ Create Custom View...

W Administrative Events
: Windows Logs
& Application

it

To view events that have occurred on your computer, select the appropriate source, log or
custom view node in the console tree. The Administrative Events custom view contains all the
administrative events, regardless of source. An aggregate view of all the logs is shown below.

Import Custom View...

Connect to Another Computer...

‘ Summary of Administrative Events

View

Event Type

£ Forwarded Events Critical

b [ Applications and Services Logs

Error
74 Subscriptions

Warning
Flinfarmation.
<

EventID  Source

Last hour

24 hours

0 0
0 230
0 m
s

[ Refresh

H Hep

L Recently Viewed Nodes

Name

Custom Views\Server Rol...
Windows Logs\System
Custom Views\Server Rol...
Windawe L Sabiin

<

Modified

N/A

06/05/2016 01:54:42 b>..5
N/A
DSSNIAOSE12Lbn

Description
System ev...
N/A
System ev...
A

Created

N/A

07/04/2016 09:48:59 b..5
N/A

ATIDACME D032 bsz

Log Summary

Log Name
Application

Hardware Events
Internet Explorer

Kar Mananemant Senvice.

Modified

18/04/2016 11:50:37 bb.w
07/04/2016 09:49:22 b5.,5
07/04/2016 09:49:22 b>..5

7/0412014.00:40:22 1 =
[

Size (Curr..
1.07 MB/2...
68KB/20...
63KB/1.0..
s2KRON

Enabled
Enabled
Enabled
Enabled
Enahlad

Retention Po
Overwrite ev|
Overwrite ev.
Overwrite ev.

Oucanrite o
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File Action View Help
e Bz Hm >»enp
Services (Local) O Senices o
Network Policy Server Name - Description  Status Startup Type  Log On As A
% Net.Tcp Port Sharing Service ~ Provides abi. Disabled Local Service
Stop the service % Netlogon Maintainsa... Running Automatic Local Syste...
Restart the service % Network Access Protection ... The Networ... Manusl Network S..
% Network Connections Manageso.. Running Manual Local Syste...
Description: % Network Connectivity Assis... Provides Dir... Manual (Trig... Local Syste...
Manages authentication, % Network List Service Identifies th... Running Manual Local Service
authorzatiorauditing and % Network Location Awareness Collectsan.. Running Automatic  NetworkS..
accounting for virtual private network . 2 L i
Ethernet switch connection attempts . Network Store Interface Ser... This service.. Running  Automatic Local Service
sent by access servers that are % Optimize drives Helps the c... Manual Local Syst
compatbieith the IETREADIOS J, Performance Counter DLL ... Enables rem... Manual Local Service
protocol. If this service is stopped,
users might be unable to obtain a <%, Performance Logs & Alerts  Performanc... Manual Local Service
VPN, dial-up, wireless, or Ethemet %Plug and Play Enablesac.. Running Manual
connection to the network. If this % Portable Device Enumerator... Enforces gr.. Manual (Trig...
service s disabled, any services that Mohiiisns, RilinG AlbRse =
explicitly depend on it will il to start.
%, Print Spooler This service .. Running  Automatic Local Syste...
¢ Printer Extensions and Notif... This service.. Manual Local Syste...
 Problem Reports and Soluti... This service . Manual Local Syste,
% Remote Access Auto Conne... Creates a co. Manual Local Syst
% Remote Access Connection... Manages di.. Manual Local Syste...
% Remote Desktop Configurat... Remote Des... Manual Local Syste...
% Remote Desktop Services  Allows user... Manual Network S...
, Remote Desktop Services U... Allows ther. Manual Local Syste...
% Remote Procedure Call (RPC) TheRPCSS... Running  Automatic Network S...
% Remote Procedure Call (RP... In Windows... Manual Network S...
% Remote Registry Enables rem. Automatic (T... Local Service
% Resultant Set of Policy Provi... Providesa n. Manual
%, Routing and Remote Access  Offers routi... Disabled
% RPC Endpoint Mapper ResolvesRP... Running  Automatic Network S... %

'\ Extended ( Standard /
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